SCENARIQO 8: "COUNTDOWN"

Anonymous Threat — Logic Bomb Hunt

North Coast International Airport (NCIA)
Tabletop Exercise — Player Briefing Packet
Exercise Duration: 2 Hours
EXERCISE — FOR TRAINING USE ONLY

EXERCISE — EXERCISE — EXERCISE

m THE CLOCK STARTS AT 09:00. SOMETHING HAPPENS
AT 12:00. YOU HAVE 180 MINUTES. =

1. SITUATION BRIEF

Itis 9:00 AM on a Tuesday. The airport IT team's shared inbox receives an email.

From nci a_reckoni ng@r ot on. ne

To: it-support @ciaairport.gov

Subj ect: 12:00

Dat e: Tuesday, 08:57 AM

Sonething will happen at NCI A at exactly 12: 00 PM today.

You won't find it in tine.

But you're welcone to try.

No demands. No motive. No specifics. Just a clock.

"Something" could be anything — a physical event, a cyberattack, a data leak, a disruption to operations. You
don't know what. You don't know where. You don't know who. You have three hours to find it before it happens.

YOUR MISSION: Find out what happens at noon. Stop it if you can. Prepare to manage it if you can't.
Every investigative action costs time. Choose wisely.

2. HOW THIS EXERCISE WORKS — READ CAREFULLY

This scenario is different from the others. Clues do not come to you automatically. You must request them.

The Clock

The facilitator maintains a clock on the whiteboard. It starts at 09:00 (scenario time). The deadline is 12:00.
That gives you 180 minutes of scenario time. Every investigative action you take costs scenario minutes —
some cost 10, some cost 30. The clock advances each time you take an action. If the clock reaches 12:00




before you've found and neutralized the threat, it goes off.

The Action Menu

You have been given an Action Menu Card listing 20 possible investigative actions. Each action has a time
cost. When you want to take an action, tell the facilitator. They will advance the clock by the time cost and hand
you the corresponding Clue Card — which may contain useful information, partial information, or nothing useful
at all.

The Rules
* You can take actions in any order. There is no required sequence.
* You can take multiple actions simultaneously if you split your team — but each action still costs its full
time.
* Some actions are dead ends. They cost time and yield nothing useful. That's the game.
« Some clues only make sense after you have other clues. Cross-reference everything.

* You can take actions not on the menu — describe what you want to do, and the facilitator will assign a
time cost and create an ad-hoc clue. Creativity is rewarded.

* At any point, you can attempt to NEUTRALIZE the threat — but you must describe what you're
neutralizing and how. If you're wrong, you've wasted time and the real threat is still live.

Winning Conditions
* GOLD: Identify AND neutralize the threat before 12:00.
 SILVER: Identify the threat before 12:00 but don't fully neutralize it in time (partial mitigation counts).
« BRONZE: Don't identify the threat, but have solid contingency plans in place by 12:00.
e FAIL: 12:00 arrives and you don't know what's happening or how to respond.



3. WHAT YOU KNOW AT 09:00

Before you spend any time on the clock, you have the following baseline information for free:

Airport Operations Normal. Morning departure push underway. 16 departures scheduled before noon.

Network / Systems All systems nominal. PACS, CCTV, AODB, FIDS, POS, email — everything green.

PACS / Physical No anomalies. No unauthorized access attempts. All doors reading normally.

Security

TSA Checkpoint Normal throughput. No elevated threat level.

The Email Received at 08:57. From ncia_reckoning@proton.me. ProtonMail = encrypted email service, very

difficult to trace. Sent to it-support@nciaairport.gov — a public-facing address.

Threat Posture No current threat advisories from TSA, DHS/CISA, or FBI specific to NCIA. General aviation threat
level: ELEVATED (Bravo).

Recent Personnel One IT contractor (Dmitri Volkov, NexGen Solutions) completed a 6-month AODB migration project 4

Changes weeks ago. Contract ended normally. Access revoked per standard off-boarding. One security officer

(Ray Delgado) terminated 5 weeks ago — unrelated.

Recent IT Changes AODB migration to new server completed 4 weeks ago by NexGen Solutions. System has been
stable since cutover. Last patch: 2 weeks ago (routine Windows updates).

4. TEAM ASSIGNMENTS

Unlike other scenarios, teams are not separated by function. All teams work together on the same investigation
— you share one clock. Divide by skill: assign your best cyber people to digital forensics actions, your ops
people to physical investigation actions, and your PIO to contingency planning. But you all share the same 180
minutes.

< IT / Cyber (Lead): Email forensics, network analysis, server inspection, log review, threat hunting. You're
looking for something planted on the network.

» Security / Physical: Physical sweeps, CCTV review, PACS audit, perimeter checks. You're checking
whether the threat is physical.

* Operations / Command: Managing the clock. Prioritizing actions. Making the call on when to stop
investigating and start preparing contingencies.

* PIO / Legal: If the clock runs out, you need a plan. Draft communications for passengers, airlines, TSA.
Prepare for the worst while the others hunt.

5. INVESTIGATION LOG

Track every action you take, the time it cost, and what you learned:

Action Taken Result Summary

09:00 START Baseline briefing (free)
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