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—  ZSCR-1028-0-Cybersecurity and Airport ...

Module 6 - Advanced Airport
Cybersecurity Operations,
Threat Intelligence, and Future
Preparedness

Module 6
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This final content module delves into the advanced and specialized aspects
of managing cybersecurity operations within the airport environment,
focusing on both current complex systems and future technological horizons.
Building on the implementation strategies covered in Module 5, we will now
explore the distinct challenges of securing Operational Technology (OT) and
Industrial Control Systems (ICS) prevalent in airports, the critical importance
of cultivating a pervasive cybersecurity culture across all staff, and the
practical application of cyber threat intelligence and information sharing.
Furthermore, this module will cover the execution of robust cyber incident
response plans and prepare you to analyze and address the cybersecurity
implications of emerging aviation technologies.

Lecture Focus

The lecture will concentrate on implementing security measures for
specialized airport Operational Technology (OT) and Industrial Control
Systems (ICS), such as baggage handling, airfield lighting, and building
management systems, including the application of standards like IEC 62443.
We will discuss practical strategies for cultivating a strong cybersecurity
culture and developing a security-aware workforce through targeted training
and awareness programs. The module will also cover the operational use of
cyber threat intelligence, the role of information sharing bodies like the A-
ISAC, and the execution of comprehensive cyber incident response plans,
ensuring their integration with broader airport emergency and business
continuity planning. Finally, we will analyze and prepare for the
cybersecurity impacts of emerging aviation technologies, including airport
interfaces with NextGen systems, the threats posed by Uncrewed Aerial
Vehicles (UAVs), and the potential role of Artificial Intelligence in airport
cybersecurity.

Cybersecurity Focus
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The specific cybersecurity applications in this module include conducting
detailed risk assessments and implementing targeted mitigation strategies
for critical airport OT/ICS environments, and applying principles such as
zones and conduits for effective OT network segmentation. We will focus on
techniques for developing and delivering role-based cybersecurity training
and realistic phishing simulations to enhance workforce resilience. Emphasis
will also be placed on establishing procedures for consuming, analyzing, and
acting upon cyber threat intelligence within the airport’s operational context.
A significant portion will be dedicated to the practicalities of testing and
refining airport-specific Cyber Incident Response Plans (CIRPs) through
various exercises, and evaluating the unique cybersecurity risks and
necessary safeguards for NextGen system interfaces, UAV operations and C-
UAS, and future Al integration in airport environments.

Course Outcomes & Objectives Alighment

e Outcome 1: Demonstrate an understanding of the cybersecurity
measures necessary to protect stakeholder data and ensure
secure communication in airport administration.

o Objective 1.3: Evaluate the integrity and availability of
airport historical management data to ensure accurate,
secure, and uninterrupted access to stakeholders (relevant
to OT data and incident response).

e Outcome 2: Explain how cybersecurity impacts the safety and
integrity of flight operations within the U.S. airspace system,
ensuring secure communication and data exchange.

o Objective 2.1: Recall common cybersecurity risks
associated with air traffic control (ATC) systems (and
airport interfaces like NAVAIDS, lighting).

o Objective 2.2: Explain the role of encryption in protecting
communication between aircraft and ground control from
unauthorized access (relevant to OT system comms, data
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sharing).

o Objective 2.3: Assess the effectiveness of intrusion
detection systems (IDS) in preventing cyberattacks on ATC
systems (extended to IDS/IPS for all airport OT systems).

o Objective 2.4: Apply encryption protocols to secure flight
operation data exchanges between aircraft and ATC
(conceptual application to airport-managed systems
interfacing with flight ops).

o Objective 2.5: Develop a cyber incident response protocol
specific to potential attacks on flight operation systems
(core to incident response section).

¢ Outcome 3: Analyze the role of governance structures in
implementing cybersecurity practices that comply with federal
regulations and protect airport management systems.

o Objective 3.5: Monitor and adapt cybersecurity practices
to stay aligned with updates to federal and state
regulations (relevant to evolving threats and tech).

e Outcome 5: Evaluate cybersecurity risks in airport commercial
development and property management, applying solutions to
safeguard digital systems and tenant data.

o Objective 5.4: Develop security measures to protect digital
property management systems and ensure the
confidentiality of sensitive data (broader application to all
operational systems).

o Objective 5.5: Analyze potential cybersecurity risks in
commercial development projects and propose solutions to
mitigate them (relevant to OT in new constructions).

e Outcome 6: Assess the cybersecurity considerations in managing
the Airport Improvement Program (AIP) and capital development
funding processes to prevent cyber threats and ensure data
integrity.
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