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Module 1 - Introduction to
Airports, Administration, and
Cybersecurity Fundamentals

Module 1

Introduction to Airports,
Administration, and Cybersecurity
Fundamentals

This module introduces the world of airport administration and its
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relationship with cybersecurity. It will provide a broad overview of the

U.S. airport system, exploring its historical evolution, the diverse
stakeholders involved (aeronautical users, non-aeronautical users,

government entities, the community), and the different categories of

airports (commercial service, general aviation, military/joint use). It will
also touch upon basic flight operations and the regulatory environment,

including airport sponsorship structures and the role of the airport

executive. Integrated throughout the module will be an introduction to

fundamental cybersecurity principles (Confidentiality, Integrity,

Availability), common cyber threats faced by administrative systems like

phishing and malware, and an overview of key cybersecurity-related

regulations impacting airports.

Lecture Focus

Overview of the airport environment, stakeholders, airport types, basic
flight operations, and foundational cybersecurity principles relevant to

airport administration.

Cybersecurity Focus

Basic cybersecurity principles (Confidentiality, Integrity, Availability),

common threats in administrative systems (phishing, malware, data
breaches), overview of regulatory landscape (FAA, TSA).

Course Outcomes & Objectives Alighment

e Outcome 1: Demonstrate an understanding of the cybersecurity

measures necessary to protect stakeholder data and ensure
secure communication in airport administration.
o Objective 1.1: Recall basic data integrity/availability
principles.

o Objective 1.2: Describe secure stakeholder communication
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